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OnuvcaHue U3MEeHEeHUH

Bepcus

Onucanue

4.0

JloGaBiieH MexaHW3M OILIAThI 3aKa3a 0€3 MTOBTOPHOTO BBOJIA
KapTOYHBIX JaHHBIX (pazgen 1.1.3).

3.1

Jlo6aBisiem cepBuc 3ampera oriatel (2.7). KitneHT, BbI3bIBast JaHHBIH
API, 3anpemaer HaM npuHUMATH orwiaty 1o ticket

2.24

JlobaBneno mose “rrn” B otBer (Qet_order_info. JlocrymHo mpu
yKa3aHUU B Telle 3amnpoca <version>3</version>

2.22

JloGaBnieHbl peKoMeHaIu 1Mo 6e3onacHocTH (pazaen 3.2) B cirydae
HCIIOJIb30BaHHA CCPBHUCA yBe,Z[OMJIeHI/Iﬁ MaraduHa O 3aBCpUHICHHUU
poIiecca OIUIATHI.

2.21

Y0pana BepcHs OTBETa U3 CEPBHCA MOTydeHHsI HH)OPMAIHH O 3aKa3e

(2.3).

B cepBuchl nonydyeHus: cnucka omnepanui mo HOMepy 3aka3a h jJare
(2.5, 2.6) noGaBieHbl MOJS CyMMBI BO3BpaTa M CYMMBI KOMHCCHH
banxa.

Jlo6aBneH koj oTBeTa cepBUcoB 10 (HEKOPPEKTHBIN OpMAT CyMMBI).

JloOaBrieHbl PEKOMEHIAIUM TI0 peau3allii  B3auMOJCHCTBUS C
cepucamu host2host B pazzgene 2.1.

2.2

W3menen ¢gopmar oTBera cepBUCa MONYYEHHUS CIHMCKA OIEparuii mo
HOMepY 3aka3a (mobasieno moste order_number).

JloGaBnieH cepBHUC MONYYEHHUsS CIIHUCKA ONEpaluil 3a ONpeIeieHHYIO
Jary.

2.1

JloGaBneH OTAENBHBIA CTAaTyc Ui BO3BPaTOB M YaCTHUYHBIX
BO3BPATOB.

B cepBuc momydeHus crnucka omnepauui Mo 3aka3y go0aBiieHa
pacipeHHast ”HpopMalus o nepexoaax Mo craTycaM BHYTPHU OJHOTO
THUKETA.

2.0

JloGaBiieH ajnbTepHATUBHBINA BAPHAHT OTIIPABKHU 3aKa3a MIOCPEACTBOM
HTML-dopwmsl (6e3 ncnonb3oBanus nporokona host2host).

Jlo6aBiieH cepBHC yBEIOMJICHHS Mara3uHa 1o 3aBeplIeHUH IIpolecca
OILIATHI KJIMEHTOM Ha cTOpoHe MIHTepHeT-9KBaiipHUHra.

,Z[o6aBneHa BO3MOXXHOCTBH YaCTUYHOI'O BO3BpaTa 3aKasa.

JHo6asnenst SOAP BeG-cepBHUCH B KaueCTBE albTEPHATHUBEI
host2host-ipotokonty.

Pacmpen HabOp JOMYCTUMBIX CTaTyCOB OTBETOB CUCTEMBI.

B cepsuc get_order_info no6asnena pacumpenHast nHGOpMaIHs 0
3aKase.

Jlo6GaBiieH cepBUC MOTyYeHUS HHPOPMAIIUHA 000 BCEX MOMBITKAX
OILIATHI 3aKa3a MO €ro HoMepy.




1. O6uas cxema paboThI

1.1. ®opmupoBaHue 3akaza B cucreme MHTepHeT-3KBalipuHra

3aka3 moxxer ObITh chopmupoBaH B cucreme HHTepHEeT-dKBalipmura banka ABaHrapa
aBymst criocobamu. [lepBriit — o mpoTtokoy host2host (manHbIe 0 3aka3e nepenaroTcs B hopmare
XML), Bropoii — mocpeacrBom ormpaBku POST-3anpoca co BceMru HEOOXOAUMBIMU MTapaMeTpaMu
Ha OMpeJeNeHHBIA aapec cepBuca. BTopoii crmocol siBhsieTcs: 60jee MPOCTHIM C TOYKH 3PEHUS
TEXHUYECKON pealin3aliu, HO YacCTh JaHHBIX NIEPENAETCS B OTKPBITOM JJIsl KIIMEHTA BUJIE.

1.1.1. ®opMupoBaHHUe 3aKka3a o npoTokoJay hostZhost

[Tocne ¢opmupoBanus 3akaza KIMEHTOM Ha cTopoHe Bamero MHTepHeT-marasumHa, mepen
HEMOCPEJACTBEHHO  MEpPeXOoAOM K  OIlare, HEOOXOAMMO  OCYIIECTBUTh  CIEAYIOUIYIO
OCJIEN0BATEILHOCTE NCUCTBUI:

1) BBINOJHUTH 3aIPOC K CEPBHUCY PETUCTPALIMU 3aKa3a Ha cTopoHe MHTepHeT-3KBaiipuHra. B
JAHHOM 3arpoce TepenaTh Bce HeoOXOoauMble (CM. MOAPOOHOE OmMHMcaHHe cepBHca, 2.2)
JeTanu 3akKa3a. B oTBeT cepBUC BEpHET YHUKAIbHBIM HMICHTU()UKALUOHHBIA HOMEp —
ticket, KOTOpBIil MO3BOJISICT OCYHICCTBUTH CIMHUYHYIO TOMBITKY OIuiatel. [loMuMo 3Toro
OTBET COJCPIKUT KOJBI YCIICIIHOM U HEYCIICITHON aBTOpU3alnu (COOTBETCTBEHHO, OK_code
u failure_code), xoropsie BIOCIEACTBUU MOTYT OBITH IMEPEIaHbI, €CAM KJIUEHT IOCIIE
3aBEpLICHMs] IpoIecca OIUIaThl BEpHETCs Mo ccbulke B Bam  MHTepHeT-marasuH.
[Tomy4yeHHble OT cepBHCa PETUCTPALMM IMAapaMeTpbl HEOOXOAMMO COXPAHUTh Ha CBOEH
CTOPOHE 0 ITOJIHOTO 3aBEPILIEHUS IIPOLECCA OIUIATHI.

2) IlepenamnpaBuTh KiaHeHTa Ha aapec https://www.avangard.ru/iacg/pay, nepeaaB B KauecTBe
napamerpa (¢ uMmeHeM ficKet) momydeHHBIH OT CepBHCa PErMCTPALUM YHUKAIbHBIN
uaentudukanronHsii Homep (ticket). ITepemaya mapamerpa Bo3mMoxHa Kak Mmetogom GET,
Tak 1 merogom POST.

IIpumep  koppekTHOrOo  ampeca  (mapamerp  mepemaercs  mertogom  GET):
https://www.avangard.ru/iacg/pay?ticket=1234567890ABCDEABCDE1234567890123456
7890

[Tocne mepexona Ha CTOpoHY MHTepHET-3KBalipyMHra KIMEHT 3alOJHSIET MH(OPMAIHIO O
CBOEM IUIATEKHOM CpPEICTBE M BBOJIUT (IIpU HEOOXOAMMOCTH) KoAbl moArBepxkieHus. Ilocie
COBEpPIICHUSI OIUIAThl KJIIMEHT BO3BPAILAETCS 110 YKa3aHHOW IPHU PETUCTpALMU 3aKas3a (cM. mar 1)
cceuike B Bamr Murteprer-marasun. IIpu stom GET-nmapamerpom result_code mepemaercs nu6o
ycneniHbiit ko aBropusanuu (0K_code) imubo kox ommbku (failure_code). Cnenyer orMeTHTh,
YTO YYMUTHIBasl CIEU(PUKY Nepeauy JaHHOrO apaMeTpa B OTKPBITOM BUJIE, HE CTOUT [10JIaraThCs
Ha JTAaHHBIN aTpHOyT KaK MOJHOLEHHBIN MPU3HAK YCIIEITHOCTH OTUIATHI.

HacrosiTennsHO peKOMEHIyeTCsl UCIOIb30BaTh €ro TOJABKO I MHUIMAIMK 3anpoca host2host na
cepBHC mosiyueHus: nHpopmanuu o 3akasze. [lomumo Bcero mpouero, result_code moxxer ObITh He
nepenaH BOBCE, TaK Kak BO3BpaT B MHTepHeT-MarasuH IO 3aJaHHON CCBhUIKE SBISIETCS Cyry0o
MPEepOraTuBOM KIIMEHTA U, COOTBETCTBEHHO, Mepeiava napaMeTpa HU4eM He TapaHTHPYETCs.

[TomyuyeHue akTyaJlbHOTO CTaTryca 3aka3a BO3MOXKHO KakK CaMOCTOSATENIbHO, TaK U
MIOCPEJICTBOM CEepBHUCa YBEIOMJICHHH 00 yCHEeIIHBIX Oorulatax. B mepBoM ciyyae mocie mnepexoa
KJIMEHTa HEMOCPEJCTBEHHO K oOIulaTe Ha cTpaHully HTepHeT-3kBalipuHra, peKoMeHAyeTCs
OCYILIECTBIIATH C ONPEACIEHHON NEPUOIUYHOCTBIO (HAapUMeEp, pa3 B HECKOJIBKO CEKYH]T) 3aIllpocC K
cepBucCy noiydeHus: uHpopmanuu o 3akaze. COOTBETCTBEHHO, MOCIe U3MEHEHHS cTaTyca 3aKas3a
Ha «McromHeH», HEOOXOAMMO OJIOKMPOBATh BO3MOXHOCTH MEPEXoAa K OIUIaTe CO CTOPOHBI
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Bamero MurepHer-marazuna. Bo n30exaHue MOBTOPHOM OMIaThl KIMEHTOM TOTO e CaMoro
3aKa3a, Iepesi KaXxIbIM HOBBIM OOpAIlEHHEM K CEPBHCY PETUCTPALlMM PEKOMEHAYETCSl MPOBEPSTH
CTaTyChl NPEABIIYIIMX IONBITOK OIIAThl. BO3MOXEH TakkKe BapUaHT IOJIYyYEHHUs aKTyaJIbHOI'O
cTaTyca HEMOCPEICTBEHHO OT CEpBUCA YBEJOMJIEHHH, MOJPOOHOE €ro ONUCaHWE HAXOIOUTCS B
pasznerne 3.

Pestomupyst BbIlIecKa3aHHOE, CJEAYyeT 3a0CTPUTh BHUMaHHE Ha KIIOYEBBIX MOMEHTax
npoliecca OIuIaThl 1Mo MpoTokoy host2host:

1) Kaxnomy 3aka3y B HHTepHeT-mMara3uHe MOXET COOTBETCTBOBAaTh KaK OJ[HA, TaK M
HECKOJIbKO YHUKAJIBHBIX CECCUH OIUIAThI, KaXKIast U3 KOTOPBIX UMeeT cBoii ticket.

2) Ilepen mepeHampaBieHHEM KJIHMEHTa KpaiHE JKeJaTelibHO CHadana yOeIHUThCS, 4YTO IS
JTaHHOTO 3aKa3a HHM OJHA M3 paHee HayaThlX CECCHil OIaThl He ObLIa 3aBepIICHA C
YCIEIIHBIM CTaTycoM. ECITU TakuX ceccuil HeT, TO MOCPEACTBOM OOpAIICHHsSI K CEPBUCY
pErucTpaliy HEOOXOIMMO MOJIYYNTh HOBBIM YHHUKAIbHBIA HICHTH(PHUKAIMOHHBIA HOMED
ceccun (ticket) m mepeHanpaBUTh C HMM B KauyeCTBE MMapaMeTpa KIMEHTAa HA CTPaHHILY
WNHTepHeT-3KBaiipHUHra.

3) AxTyanmpHBII  CTaTyc 3aka3a MOXHO IOJYy4aTh  CAaMOCTOSTEIBHO  JHOO  OT
COOTBETCTBYIOILIEIO CEpBHUCA IIOCJIE€ COBEPIICHMs] YCIEUIHOW OIJIaThl KJIMEHTOM.
HeoOxonuMo mpoBepsTh CTaTychl BCeX KIMEHTCKHX CECCHUM OIUIaThl, MPUBS3aHHBIX K
JaHHOMY 3aka3y. Kak TOJIbKO O/lHa M3 HHUX MEPEXOJUT B YCIEUIHBIA CTAaTyC, HY>KHO
OJIOKMPOBAaTh BO3MOKHOCTh MOJyYCHHs KIMEHTOM HOBbIX tiCKet’oB s sToro 3akasa.
JIOTIOTHUTENBHO PEKOMEH]IYETCsl OrpaHMYMBaTh MaKCHUMallbHOE BpeMs OIpoca cepBepa
WuTepHeT-3KBalipyHra Ha MpeAMET U3MEHEHHUS CcTaTyca 3aKkas3a (HalpuMmep, OJJHUM 4acoM).

4) TloMmuMO TpOBEpKM CcTaTryca IO 33JaHHOMY HWHTEPBaly BpPEMEHH pPEKOMEHIYETCs
OCYIIECTBJISATh 3alpoc Ha CEPBUC MONydYeHUs HHGOpMAIMH O 3aKa3e TOocie BO3BpaTa
KIUeHTa B VIHTepHeT-MarasMH C YCHEIIHBIM cTaTycoM B KadectBe GET-mapamerpa
result code.

1.1.2. ®opmupoBaHue 3aka3a nocpeactBom POST-3anpoca

Ha cropone Bamero WuaTepHeT-mMarasmHa s mepexoga K oOIulaTte HeoOXOIuMOo
chopmupoBate HTML-popmy, nepenaroniyro OCHOBHBIE TapameTpbl o 3akase (http-meromom
POST B xomupoBke UTF-8). Anpec cepBuca 00pabOTKM IOJOOHBIX 3allPOCOB -
https://www.avangard.ru/iacg/post . Ha ocHoBanuu HOMepa 3aka3a cucremMa WHTepHeT-
SKBaMpUHTa OMpPENENNUT, OCYIIECTBISUINCH JIM YCHEIIHbIE OIUIaThl JaHHOTO 3akas3a. Eciam Takue
3aKka3pl He OyIyT HaWJeHbI, CUCTEMa aBTOMATHUYECKH IEPEHANPABUT KJIMEHTA HAa CTPAHUILY
ormnaTel. B mpoTUBHOM ciiydyae KIMEHTY OylIeT NMpeasioKeHO BepHYThcad B MHTepHeT-MarasuH.
Criucok HEOOXOIUMBIX MapaMeTpoB yka3aH B Tabmune 1.1. OnucaHue THIOB JaHHBIX, KOTOPHIE
MOTYT BCTPEYAThCS B OMMCAHUM CEPBUCOB, IPUBEACHO B MPUIOKEHHUH 1.

B cuny Toro, yro 3ampoc mepenaercs B (PaKTHMUECKH OTKPBITOM Il KJIMEHTAa BUJAE H
MOTEHIIUAJIBLHO MOKET ObITh CKOMIIPOMETUPOBaH, B cucteMy MHTepHeT-3kBalipHra He0OX0AUMO
nepeaTh KOHTPOJIbHYIO CYMMY 3aKa3a. B cilydae ecinu KOHTposibHasi CyMMa 3aKa3a HEKOPPEKTHaA,
KJIMEHT OyneT mepeHanpaBieH Ha crpanuny omuOku. Ilo sxemanuio WMHTepHeT-mMarasmHa
IPOBEpKAa KOHTPOJBHOM CYMMBI MOXKET OBITh OTKJIIOYEHA, HO JIeNaTh 3TO HACTOATENBbHO HE
PEKOMEHIyeTCsl.

ANTOPUTM BBIYKCIIEHUS KOHTPOJIBHOM CyMMBI 3aKa3a:
signature = UPPER(MD5(UPPER(MD5(shop_sign) + MD5(shop_id + order_number + amount))))

» TAC


https://www.avangard.ru/iacq-v2/post�

signature — HEMOCPEJACTBEHHO KOHTPOJIbHAS CyMMa, KOTOpasl MepeIacTcs B KaueCTBE OJHOTO W3
napameTpoB POST-3amnpoca;

shop_sign — “noanuce” MHTepHET-Mara3uHa (BbIIAETCS TEXITOAICPKKON);

shop_id — naeHTH(uKaTOp Mara3uHa;

order_number — Homep 3aka3a,

amount — cymma 3akasa (B Koreikax);

MD5 — mectHaaaTepuYHOE NPEACTABIEHUE X€IlIa, CTEHEPUPOBAHHOTO 10 anroputmy MD5;
UPPER - niepeBo CHMBOJIOB B BEpXHUU PETHUCTP;

3HaK «+» (IUII0C) - KOHKaTeHAIUsl CTPOK.

[Moanuce MuTepHer-marazura (Shop_Sign) He Mo/DKHA MpeaaBaThbCs OrJacke TPEThHM
JiMaM, IMO3TOMY KOHTpPOJIbHAsA CymMMa O6H3aTeHBHO JOJIDKHA BBIYHUCIATHCA HAa CTOPOHC CCPBCPaA
(He Ha KJIMEHTCKON YacTH).

AJTOpUTM MocieayroIeii 00paboTKHU 3aKa3a HE OTIHYACTCS 110 CBOEH CYTH OT OIHCAHHOTO
B pasznene 1.1.1. Knuent 3amonHseT nHPOpMAIKIO O MJIATEKHOM CPEJICTBE, B CIydae YCICIITHON
OIUTaThl BO3BpaIiacrcss B MHTepHEeT-Mara3wH. EJWHCTBEHHBIM OTJIIMYHEM SIBISICTCSA TO, YTO
WHTepHeT-Mara3uH MOXKET He pacrojiaraTb WHGOpPMAIMeld O THKETEe, YCICIIHbIX M HEYCIEIIHbIX
komax omiatel (OK_code/failure_code), mosTomMy B KauecTBE JMOMOJHUTEIBHBIX IapaMETPOB
BBegenbl back url_ok u back url_fail. TIpu ycnemmoii orrare KueHT OyaeT mepeHanpaBicH Ha
NIEPBBII M3 HUX, B IPOTHBHOM CiTydae — Ha BTOpPOi. ECITM OIMH M3 3THX aapecoB He 3ajaH, KIIMCHT
Oymer mepeHanpaBieH Ha aapec u3 mapamerpa back url. TIpu stom koasr 0K_code/failure_code
MO-TIPSIKHEMY TIEPEIAIOTCA.

[TonydeHne aKkTyalbHOrO CTaTyca 3aKa3a BO3MOXKHO KaK CaMOCTOSITENIBHO, TaK |
MOCPEACTBOM CEpPBHUCA YBEIOMIICHUN 00 YCHENIHBIX OIutatax (Mporecc MOJHOCThIO UACHTUYEH
onucanHomy B pasaene 1.1.1).

[MomraroBo nporiecc popmupoBanus 3akaza nocpeacrsom POST-3anpoca BRINISIINT Tak:

1)ChopmupoBare HTML-bopmy co Bcemu HEOOXOMMMBIMH IMapaMeTpaMHu 3aKaza H
KOHTPOJIbHOM CyMMOH (omuuoHanbHO). KOHTpONb YHUKaIbHOCTH OIJIAT OCYLIECTBISETCS Ha
CTOpOHE cepBepa MHTepHeT-dKBalipiHTa 10 HOMEpY 3akasa. [Ipu 3TOM MOTEHIIMAIbHO HECKOJIBKO
OIJIaT TO OJHOMY 3aKa3y MOKHO COBEpIIUTH, €CIIH OJHOBPEMEHHO CO CTOpOHBI MHTepHeT-
MarasuHa OyeT BO3MOKHOCTh C(hOPMHUPOBATH 3aKa3 1Mo mpotokoy host2host u meromom POST.

2)Hactpouts Ha cropoHe HHTepHET-MaraswHa CTpaHHMIIBI, Kyaa OyaeT MepeHanpaBicH
oJIb30BaTe b B cirydae ycnemHoi omaatel (back url _ok), a takxke mpu pasinuyHBIX OIIHOKAax
1100 mocpouHoM Bo3Bpate B MHTepHeT-marasun (back _url_fail).

3)ITomy4nTh aKTyaJbHBIN cTaTyc 3aKasa. J[jis 3Toro 1100 Hy)KHO TOXKIATHCS YBEIOMIICHUS
oT cucrembl WHTepHeT-3kBalipunHra (cM. pasgen 3), JUOO CaMOCTOSTEIbHO TIOJy4YaTh
pacmypeHHy0 HH(POPMAIUIO C OTPEICICHHON MePHOANYHOCTBIO. J[OImycTUMBIE CTAaTyChl 3aKa30B
B CHCTEME NPUBEIECHBI B IPUIOKEHUH 1.

1.1.3. ®opMupoBaHHe 3aKa3a C UCIIOJIb30BaHUEM HoMepa TpaH3aKuu TXN

IMpu ¢dopmupoBaHMH 3aKa3a MOXHO TepeldaTh CBsA3Ky ImapaMeTpoB card_num
(MackupoBaHHBIE HOMep KapThl) u XN (HOMep paHee HCIOJHEHHON TpaH3aKIHH), YTOOBI
MIPOINYCTUTH |-H mIar omaTel 3aKa3a ¢ BBOJOM KapTOYHbBIX JIAHHBIX.

Homep TXN aBrOMaTWyecKku MPHCBAMBACTCS KaXKIOMY 3aKa3y M €ro MOKHO TOJIYYHTh 4epe3
zanpoc GetOrderInfo Bepcuu 4.



O6a mapamerpa card_num wu txXn cBs3aHbl MEXAy COOOW W TP HMX HATMYUU CPAbOTAIOT
JOTIOJTHUTEIbHBIE TIPOBEPKH.

Ommubka ¢ kogoMm 120 «HekoppekTHble TaHHBIE JUIS MMOBTOPHOM OIUIaThI» BEPHETCS B Cllyyae,
ecii repeaad txn, Ho He mepeman card_num.

Ommbka ¢ xomom 121 «IloBTOpHAs omjara HEBO3MOXKHa» BEpPHETCS B ciydae, €CIH 110
nepegaHHoOMy tXN He HaliZieH paHee OIUIAueHHBIN 3aKa3 WiH Card_Num He COOTBETCTBYET HOMEPY

KapThl HAUJCHHOIO 3aKas3a.

Ta6auna 1.1. TapameTpsl A5 popMupoBaHus 3aKka3a nocpeacrsom POST-3anpoca.

Nwms napamerpa Tun O0s13aTeTbHOCTD Onucanue nmapameTpa
JUTSI 3aTIOJTHEHUS
shop_id Number(10) + YHUKaIbHBINA UICHTH(PUKAITMOHHBIH
HOMEDP TOPTOBOM TOYKH
signature Char(32) + [Moamucek 3aka3a
amount Number(24) + CymMma 3aka3a, yKa3bIBaeTCs B
Konenkax PO
order_number | Varchar(100) + YHUKaIbHBINA UACHTH(PUKAIIMOHHBIH
HOMeEp 3akKa3a B cucreMe Barero
HNuTepHer-marasuna.
[IpenmodruTenbHO UCTIOIH30BAThH
TOJIBKO IIU(PBI U CUMBOJIBI JJATHHCKOTO
anaBuTa
order_description | Varchar(500) + Omnwucanue 3aKas3a
language Varchar(2) + SI3bIK 3aKa3a
back_url Varchar(500) + URL cchutku nepexojia 00paTHO B
MarasuH cO CTPaHUIIbI OTUIATHI
back _url_ok Varchar(500) - URL cchutkH mepexojia 00paTHO B
MarasuH B cllydae yCHEeNTHON OTUIaThI
back_url_fail Varchar(500) - URL cchutku nepexojia 00paTHO B
MarasuH B cliydae OO0k Jmbo
BO3Bpata 0e3 orIaThl
client_name Varchar(254) - [ToHOE MM KIIMEHTA
client_address | Varchar(254) - [TonHbIi ampec KIMEeHTa
client_phone Varchar(30) - Tenedon kaueHTa




client_email Varchar(60) - DJIEKTPOHHBIH MMOYTOBBIH aapec

KJIIMCHTAa

card_num Varchar(16) - MackupoBaHHBIH HOMEp KapThl BU1a

123456 XXX XXX1234

Bwmecto X MoxkeT ObITh JIFO00M CUMBOJL.

txn Varchar(36) - Howmep tpanzakiuu (pasaen 1.1.3)

IIpumep HTML-dopmsl 3anpoca:

<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"
<input type="hidden"

<input type="submit"

</form>

<form action="https://www.avangard.ru/iacg/post" method="POST" accept-charset="UTF-8">

name="shop_id" value="123456789"/>

name="amount" value="30000"/>

name="back_url" value="https://www.avangard.ru/"/>
name="back_url_ok" value="https://www.avangard.ru/thank_you"/>
name="back_url_fail" value="https://www.avangard.ru/order"/>
name="order_number" value="1234"/>

name="order_description" value="OnucaHue 3aka3a"/>
name="language" value="RU"/>

name="client_name" value="WMBsaHos MeaH MNeaHoBUNY"/>
name="client_phone" value="+74950000000"/>
name="client_email" value="iacq@avangard.ru"/>
name="client_address" value="r. Mocksa, yn. CagosHuyeckas 12"/>
name="signature" value="5C426D69AA7AC904A9B7C94B42AEB311"/>
name="language" value="RU"/>

value="Onnatutb"/>




2. CepBucsl host2host

2.1. O6m1as nadopmaius o cepBucax

OOMeH maHHBIMH MEXIy cepBepamu HWHTepHeT-marazuHa u VHTepHET-3KBaWpHUHTOM
MOJKET OCYIIECTBIAThCA mocpencTBoM kak B (hopmate XML, tak 1 SOAP. [Tapamerpsl B 000oux
CITyJasiX UCIOJIB3YIOTCs aOcomoTHO uaeHTHYHBIC. [loapoOHOe ommcanue dopmara COOOIMICHHI
XML moxHO HalTH B paszerne cooTBeTcTBymomero cepsuca, a WSDL onucanue amns nporokoia
SOAP naxoauTcs IO ajipecy:

https://www.avangard.ru/iacg/AcqService?wsdl

URL-aapeca cepBucoB misa ¢popmara XML yka3zaHbl B TEXHHUECKOW JTOKYMEHTAIIUH, JIJIS
dopmara SOAP — B WSDL-onucanum.

HNHTepHeT-Mara3uH MOXKET MCIOJIb30BaTh 000 YIOOHBIN U3 MPEII0KEHHBIX (OPMATOB
oOpamenus. s Gonblielt 6e30MacHOCTH €CTh BO3MOXKHOCTH orpanuueHust host2host-zanpocos
TOJILKO ¢ KOHKpeTHOro IP-afpeca (Bkiio9aeTcs uepes TEXMOAICPKKY).

Jns oOmena nanHbIX B opmare XML nmomyckaercs ucnoib3oBaTh KOIUpoBKH WiNndows-
1251 u UTF-8, cucrema skBaiipuHra Oyzmer Bo3BpaliaTh OTBET B KOJUPOBKE 3ampoca. Koauposka
3ampoca Oepercst u3 oObsBienuss Xml (<?xml encoding="...”?>). KoaupoBku http-3anpoca u
naHHbIX BHYTpU XML-coobmenus o00s3aTenbHO JOJDKHBI coBmanaTth. Jlmst mporokonma SOAP
JIOMyCKAETCs UCIIONB30BaTh TOJAbKO KoaupoBky UTF-8.

BaxxapiM Hroancom misi oOMeHa maHHbiMH B (opmatre XML sBnsercs obsi3aTrenbHOE
Tp660BaHI/Ie 3KpaHI/IpOBaHI/I$I CIICIIUAJIBHBIX CUMBOJIOB B TCJIC ,Z[OKYMGHTa.

Jlis BCeX CEpBUCOB PEATM30BAH MEXAaHU3M BEPCHOHHOCTH JUIsI COXPAaHEHHs OOpaTHOM
COBMECTHMOCTH TIpU pacUIMpEeHUH NpefocTaBiseMord HuH(popmaruu. B HacTosmmii MOMEHT
noAaepkuBarOTCs Bepcur ¢ 1 mo 4 (mepemaroTcs B KayeCTBE OIIMOHAIBHBIX MapamMeTpoB).
OTinuns MeXy BEpCUSMU MOYKHO HaliTU B pa3/ieiie ONMCaHHsl KOHKPETHOTO CEpBUCa.

Basknas undopmanus! B ciyuae camocrostensHoro obpamierust k host2host-cepsrucam
noJiydeHuss HHPOpManuu o 3akase (cMm. pazaen 2.3) ¢ LeIbI0 KOHTPOJIS 3aBEpIICHUS Mpoliecca
ormylaTel Ha cTopoHe WHTepHeT-IKBalipuHIa, HACTOATENbHO PEKOMEHAYeTCsl OrPaHuYHUTh
MaKCUMaJbHBIA TIEpUOJA 3ampoca (HampuMmep, OJHHM YacoM), a TaKXKe IMpeKpamaTh OMpoc
CEPBHUCOB B ClTydyae Iepexo/ia 3aKka3a B KOHEUHBIH cTatyc (0oTOpakoBaH, UCIIOJIHEH, BO3BPAT).



https://www.avangard.ru/iacq-v2/AcqService?wsdl�

2.2. Peructpanus 3aka3a B cucreMe MHTepHeT-3KBaiipuHra

URL: https://www.avangard.ru/iaca/h2h/req

CepBuc nipeiHa3HAYCH VISl PETHCTPAli HHPOPMAIMH O 3aKa3e B CHCTeMe dKBaiipunra. B
Ka4eCTBE BXOAHBIX IapaMETPOB IIEPENAIOTCs IIONHBIE CBEJCHHS O 3aKa3e, B OTBET CEPBHC
Bo3Bpaiuaer ticket u ciyxeOHy0 HH(MOpPMALIUIO — KOJ OTBETA U ACTAbHOE COOOILEHHE OTBETA.
Ticket — 5T0 yHHKaIBbHBII HACHTU(UKAMOHHBIA HOMEp 3aKa3a B CUCTEME, PEIHA3HAYCHHBIH s
eIMHCTBEHHOM TOIBITKU OIUIAThl. B ciiydae kakux-1m0o OmMOOK B MPOIECCE OIJIaThl KIMEHTOM
MTOBTOPHOE MCIIOJIb30BaHKe JaHHOTO ticket’a HeBO3MOXKHO.

Ta6auna 2.2.1. Bxognuble mapamMeTpbl 1Jisl CEpBHCA PerMcTPaliy 3aKAa3a.

Nwms mapamerpa Tun O06s3aTenbHOCTD Onucanue napamerpa
JUTS1 3QTTOJTHEHHUS
shop_id Number(10) + YHUKaJIbHBINA UICHTH(PUKAIIMOHHBIH
HOMEp TOPTrOBOM TOUKH
shop_passwd Varchar(32) + [Tapostb a5 TaHHOM TOPrOBOM TOUKH
amount Number(24) + CymMma 3aka3a, yKa3bIBaeTcCs B
Korneiikax PO
order_number | Varchar(100) + YHUKaJIbHBINA UICHTH(PUKAITMOHHBIH
HOMep 3aKa3a B cucreme Bariero
HNHuTepHeT-MarazuHa
order_description | Varchar(500) + Omnwucanue 3aKasza
language Varchar(2) + SI3bIK 3aKa3a
back_url Varchar(500) + URL cchutku nepexojia 00paTHO B
Mara3uH CO CTPAHHUIIBI OTUIATHI
back_url_ok Varchar(500) - URL cchutku mepexojia 00paTHO B
MarasuH B CJIy4ae YCIICITHON OILIaThI
back_url_fail Varchar(500) - URL cchutku mepexojia 00paTHO B
MarasuH B ciiy4yae OIuOOK J100
BO3Bpara 0e3 OIIaThl
client_name Varchar(254) - [TonHOE MM KIHeHTa™
client_address | Varchar(254) - [MonubIi agpec kiueHTa*
client_phone Varchar(30) - Tenedon xkauenra*
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client_email Varchar(60) - DJIEKTPOHHBIH MMOYTOBBIH aapec
KJIMCHTa™

client_ip Varchar(100) - IP-anpec kimenTa*, ¢ KOTOPHIM OH
OCYIIIECTBHJI 3aKa3

version Number(1) - Bepcus dbopmara orBeta, It JAHHOTO
CepBHCa HE TOICPKUBACTCS

card_num Varchar(16) - MacKkupOBaHHBIH HOMEP KapThl BU1a
123456 X XXXXX1234

BwmecTo X MoxkeT OBITh 1F0001 CHMBOJI.

txn Varchar(36) - Howmep Tpanzakimu

* - no0 KIueHmom noopazymesaemcs JUYo, Gblcmynamujee 8 poau noxynamens 6 Bawewm

HHmepHem-Ma2a3uHe

Bxoansie mapametpsl nepenatorcs B popmate XML, mepemada BO3MOXKHA KaK METOIOM
GET, tax u POST (mpenmouTturenbHO), HauMeHOBaHWEe mapamerpa ¢ BxojsimmMm XML-
coobmenneM — “Xml” (6e3 kaBbiuek). PErucTp 3/1€MEHTOB BO BXOJSAIIEM COOOIIEHHH W HX
MOPSIOK CJICOBAHUS HE Ba)KEH.

IIpumep BXOAHOTO COOOIIEHUS

<?xml version="1.0" encoding=" windows-1251"?>

<NEW_ORDER>
<SHOP_ID>123456789</SHOP_ID>
<SHOP_PASSWD>paSswoRd</SHOP_PASSWD>
<AMOUNT>510000</AMOUNT>
<ORDER_NUMBER>987654321</ORDER_NUMBER>
<ORDER_DESCRIPTION>TecToBbIli 3aka3</ORDER_DESCRIPTION>
<LANGUAGE>RU</LANGUAGE>
<BACK_URL>https://www.avangard.ru</BACK_URL>
<BACK_URL_OK>https://www.avangard.ru/thank_you</BACK_URL_OK>
<BACK_URL_FAIL>https://www.avangard.ru/order</BACK_URL_FAIL>
<CLIENT_NAME>WBaHoB MBaH NBaHOBMY</CLIENT _NAME>
<CLIENT_ADDRESS>r. Mocksa, yn. CaaosHuyeckasa 12</CLIENT_ADDRESS>
<CLIENT_EMAIL>test@avangard.ru</CLIENT_EMAIL>
<CLIENT_PHONE>+74951234567</CLIENT_PHONE>
<CLIENT_IP>127.0.0.1</CLIENT_IP>

</NEW_ORDER>
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Ta6auua 2.2.2. BeixoaHble napaMeTphl AJ15 CEPBUCA PerHCTPalMK 3aKa3a.

Nwms mapamerpa Tun O0s13aTeTbHOCTD Onucanue nmapameTpa
JJIs1 3aIIOJTHECHU A
id Number(10) + Wnentudukarop 3anpoca B ABC Ganka
ABanrapp
ticket Varchar(40) + Tuker
ok_code Varchar(10) + Ko, Bo3BparaemMslii B cirydae
YCIELIHOW OIIaThI
failure_code Varchar(10) + Koz, Bo3BpaIiaeMslii B Cirydae KaKuX-
1160 OoMMOOK B MPOIIECCE OIIAThI
response_code Number(10) + Kox oTBera ams oneparuu
perucTparmm 3akasza
response_message | Varchar(500) + JletanbHOE COOOIIIEHHE OTBETA

IIpuMep BBHIXOAHOTO COOOIIECHMS

<order_response>

<id>123456</id>

<ok_code>TeSt131</ok_code>

</order_response>

<?xml version="1.0" encoding="windows-1251"?>

<failure_code>FaiL1213Re</failure_code>

<response_code>0</response_code>

<ticket>1234567890ABCDEABCDE12345678901234567890</ticket>

<response_message>YcnewHoe BbiNoNHeHNe 3anpoca</response_message>

Omurcanne KoI0B OTBETOB HAXOIUTCS B IPUJIOKEHHUH 2.

12




2.3. Tlonyuenue napopmaruu o 3akaze B cucteme MHTepHEeT-9KBaliprHTa

URL: https://www.avangard.ru/iaca/h2h/get order info

CepBuc npeaHa3HAYeH A MMOJydeHHs] HHPOPMALIUK O CTaTyce OIIaThI 3aKa3a B CHCTEME
HNuTepHeT-3KkBalipuHra.

Ta6auna 2.3.1. Bxognble mapameTpsl 1Jisl cepBHCa MOJIYYeHHsI HH(POPMAILUH 0 3aKa3e.

Nwms mapamerpa Tun O0s3aTenbHOCTD Onucanue napamerpa
JUTS 3aITOJTHCHHS
ticket Varchar(40) + Tuker
shop_id Number(10) + YHUKaIbHBINA UICHTH(PUKAIIMOHHBIH
HOMEDP TOPTOBOM TOYKH
shop_passwd Varchar(32) + [Taposts a5t TaHHOM TOPrOBOM TOYKH
version Number(1) - Bepcus ¢opmara orBera,

MO/ICPKUBAIOTCS 3HaueHus ot 1 o 4

Bxoansie mapametpsl nepenatorcs B popmate XML, mepemada Bo3MOXKHA KaK METOIOM
GET, tax u POST (mpenmouTturenbHO), HauMeHOBaHWEe mapamerpa ¢ BxojsimmMm XML-
coobmenneM — “Xml” (6e3 kaBbiuek). PErucTp 371€MEHTOB BO BXOJSAIIEM COOOIIEHHH WU HX
MOPSIOK CJICOBAHUS HE Ba)KEH.

IIpumep BXOAHOTO COOOIEHHS

<get_order_info>
<ticket>1234567890ABCDEABCDE12345678901234567890</ticket>
<shop_id>123456789</shop_id>

<version>4</version>

</get_order_info>

<?xml version="1.0" encoding=" UTF-8"?>

<shop_passwd>gwertyAAAbb</shop_passwd>
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Ta6auna 2.3.2. BeixoaHble napaMeTphl AJ5 CEPBUCA NMOJy4eHUs HHGOpMaLMu 0 3aKa3se.

Nwms mapamerpa Tun Oo6s3arenbHOCTh | Bepcun Onucanue napameTpa
JJIs1 3aIIOJTHECHU A
id Number(10) + 1/2/3 Wnentudukartop 3ampoca
B ABC Ganka ABaHrap[
method_name Varchar(3) + 1/2/3 Metoa moaTBEpKACHUS
marexxa. BosaMoxHbie
cnocob6st — CVV, D3S,
SCR, SMS.*
auth_code Varchar(10) + 1/2/3 Kon aBropusaruu
status_code Number(10) + 1/2/3 Cratyc 3aKkasa
status_desc Varchar(500) + 1/2/3 Omnwucanue craTyca 3aKasa
status_date Timestamp + 1/2/3 Jlata mocieaHero
M3MEHEHHUs cTaTyca 3aKas3a
response_code Number(10) + 1/2/3 Kox orBeta
response_message | Varchar(500) + 1/2/3 JletanbHOE COOOIICHHE
OTBETa
amount Number(24) - 2/3 CymmMa 3akasa
refund_amount Number(24) - 2/3 Cymma, Bo3BpaleHHast
KITUEHTY
card_num Varchar(16) - 2/3 Homep kapThl, ¢ KOTOPOi
OCYIIIECTBIISIACH OIUIATA.
Orobpaxarorcs nepBbie 6
u ocneaane 4 mudpsl.
exp_mm Number(2) - 2/3 Mecs11 OKOHYaHHS CPOKa
JIEUCTBUS KapThl
exp_yy Number(2) - 2/3 "o OKOHYAHHS CpOKa
JEHUCTBHS KapThl
rm Varchar(12) - 3 Ccpuika rrn
txn Varchar(36) - 4 Howmep Tpanzakimu

(pazmen 1.1.3)

*

- CVV — noomeepoicoenue onepayuu c¢ nomowwpto 66oda kooa CVV2/CVC2, D3S -

noomeepaicoenue ¢ nomouwio mexanuzma 3D Secure (Verified by Visa/MasterCard Secure Code),
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SCR/SMS — noomsepoicoenue ¢ nomowpio 8600a xoda co ckpemu-kapmoiluz SMS-coobwenus,
OaHHbLU CNOCOO OOCMYNEeH MOAbKO OJIsl KaApm IMUMUPOBAHHBIX OanKom Aeaneapo.

IIpuMepbI BHIXOTHOTO COOOIIEHUS

<?xml version="1.0" encoding="UTF-8"?>

<order_info>
<id>1234567890</id>
<method_name>SCR</method_name>
<auth_code>ABC123</auth_code>
<status_code>5</status_code>
<status_desc>ABTopu3aLua ycnewHo 3aBepeHa</status_desc>
<status_date>2012-04-23T12:47:00+04:00</status_date>
<response_code>0</response_code>

<response_message>YcnewHoe BbiNoNHeHNe 3anpoca</response_message>

</order_info>

Onucanue KOAOB OTBETOB HAXOJAUTCA B IPUJIIOKCHHUU 2.
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2.4. OTmena 3aka3a B cucteme MHTepHEeT-9KBaiipuHra

URL: https://www.avangard.ru/iacg/h2h/reverse order

CepBuc npegHa3zHadeH JUisl OTMEHBI 3aKa3a B cucreMe MHTepHeT-3kBalipuHra.

Tabauua 2.4.1. BxonHble mapaMeTpsbl 1JIs1 CEpBHCAa OTMEHBI 3aKa3a.

Nwms napamerpa Tun O0s13aTeTbHOCTH Onucanue nmapameTpa
JUTS 3ar0JTHEHUS
ticket Varchar(40) + Tuker
shop _id Number(10) + YHUKaJIbHBINA UICHTH(PUKAIIMOHHBIH

HOMEp TOPTrOBOM TOUKH

amount Number(24) - CymMa, Ha KOTOPYIO OCYILIECTBIISAETCS
BO3Bpar. B ciydae ecnu mapamerp He
3aJ1aH, BO3BPAaTY MOJUICKUT TOJTHAS
CyMMa 3aKaza

shop_passwd Varchar(32) + [Taposib a5t TaHHOW TOPTrOBOM TOUKH

Bxoansie mapametpsl nepenatorcst B popmate XML, mepemada Bo3MOXKHA KaK METOIOM
GET, tax u POST (mpenmouTturenbHO), HauMeHOBaHWEe mapamerpa ¢ Bxojsimmm XML-
coobmienneM — “Xml” (6e3 kaBbluek). PerucTp 3/1€MEHTOB BO BXOJIIEM COOOMICHHH H HX
MOPSIOK CJICOBAHUS HE Ba)KEH.

IIpumep BXOAHOTO COOOIEHHS

<?xml version="1.0" encoding="windows-1251"?>

<reverse_order>
<ticket>1234567890ABCDEABCDE12345678901234567890</ticket>
<shop_id>123456789</shop_id>
<shop_passwd>gwertyAAAbb</shop_passwd>

</reverse_order>
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Ta6auna 2.4.2. BeixoaHble napaMeTphl AJ15 CEPBHCA OTMEHbI 3aKa3a.

Nwms mapamerpa Tun O0s13aTeTbHOCTD Onucanue nmapameTpa
JJIs1 3aIIOJTHECHU A
id Number(10) + Wnentudukarop 3anpoca B ABC Ganka
ABanrapp
ticket Varchar(40) + Tuker
response_code Number(10) + Kox orBeta
response_message | Varchar(500) + JletanbHOE COOOIIIECHIE OTBETA

IIpuMep BBHIXOAHOTO COOOIIECHMS

<reverse_order_response>
<id>3535000</id>
<ticket>1234567890ABCDEABCDE12345678901234567890</ticket>

</reverse_order_response>

<?xml version="1.0" encoding=" windows-1251"?>

<response_code>0</response_code>

<response_message>YcnewHoe BbINoAHeHWe 3anpoca </response_message>

Omnuncanue KOJI0B OTBETOB HAXOAUTCS B IPUI0KEHUH 2.
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2.5. Tlonyuenue crivcka orneparuii To HOMepy 3aKasa

URL: https://www.avangard.ru/iaca/h2h/get opers list

CepBucC mnpeAHa3HAayeH [Jis MOJYYEHMs IMOJHOTO CIIKMCKa OmNepaluil 1Mo HOMEpy 3akasa,
nepeaaBaeMoro u3 cuctembl VHTepHeT-marasuHa. JlaHHBIA cepBHC YIOOHO HCIOJIB30BaTh B
cBsi3Ke ¢ (hopMUpoBaHKEM 3aka3za nmocpenctBom POST-3ampoca (cm. 1.1.2), T.k. B JaHHOM ciydae
KOHKpETHBIH MACHTU(PUKATOP TUKETa HEU3BECTEH, HO €CTh HOMEepa 3aka3a B cucrteMe MHTepHer-
MarasuHa. BaXHbIM HIOAHCOM WCIIOIB30BaHUS SIBISETCS TO OOCTOSITENBLCTBO, YTO TIOMHUMO
KOHEYHOT'O CTaTyca TUKETa BBIBOJATCS BCE OIUIATHI M OTMEHBI MO HeMy. Hampumep, eciau THkeT
OBLT OIIAYEH, a 3aTeM OTMEHEH, TO B UCTOPUU Omepanuii OyneT IBe 3allucu — OJHA TI0 OIjiaTe, a
Apyras 1o oTMEHe.

Ta6auna 2.5.1. Bxognble mapameTpsl 1Jisl cepBHCA MOJIYYEeHHS CIIMCKA ONepanuii.

Nwms mapamerpa Tun O06s3aTenbHOCTD Onucanue napamerpa
JUTS1 3QITOJTHEHHUS
order_number | Varchar(100) + Howmep 3aka3a B cuctreme MHTepHeT-
Mara3uHa

shop_id Number(10) + YHUKaIbHBINA UACHTH(PUKAIIMOHHBIH
HOMEDP TOPTOBOM TOYKHU

shop_passwd Varchar(32) + [Taposib A1 TaHHOW TOPTrOBOM TOUKH
version Number(1) - Bepcus dhopmara otBera,

MOJJICPKUBAIOTCS 3HaueHus 1 u 2

Bxoxnsie mapametpsl nepenatorcs B popmare XML, mepemada Bo3MOXKHA KaK METOIOM
GET, tax u POST (mpenmouTturenbHO), HauMeHOBaHWe mapamerpa ¢ Bxojsammm XML-
coobmenneM — “Xml” (6e3 kaBbiuek). PerucTp 371€MEHTOB BO BXOJSAIIEM COOOIIEHHH WU HX
MOPSIOK CJICZOBAHUS HE Ba)KEH.

IIpumep BXOAHOTO COOOIEHHS

<?xml version="1.0" encoding="windows-1251"?>

<get_opers_list>
<order_number>144</order_number >
<shop_id>123456789</shop_id>
<shop_passwd>qwertyAAAbb</shop_passwd>

</get_opers_list>
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Ta6auna 2.5.2. BeixoaHble napaMeTpsbl VIS CEPBUCA NMOJYyYeHHs CIHCKA ONePAIUii.

Nwms mapamerpa Tun O0s13aTeTbHOCTD Onucanue nmapameTpa
JJIs1 3aIIOJTHECHU A
oper_info CM. Tabnuity - BioxeHHas CTPYKTypa ¢ OIHUCaHUEM
2.5.3 onepauuu. KonmnyecTBo 351eMEHTOB
COOTBETCTBYET YHCIy ONEpaLIUi.
response_code Number(10) + Kox otBera
response_message | Varchar(500) + JletanibHOE COOOIIIECHIE OTBETA

Ta6auna 2.5.3. CTpykTypa JaHHbIX HHpOPMaLHH 00 onepanyuy Mo 3aKa3sy.

Nwmsa mapamerpa Tun O6s3arenbHOCTh | Bepcun Onucanue napamerpa
JUISI 3aTIOJTHEHUS
id Number(10) + 1/2 Wnentudukarop 3ampoca B
ABC Ganka ABaHrap
ticket Varchar(40) + 1/2 Tuxker
order_number | Varchar(100) + 1/2 Howmep 3aka3a B cucteme
NutepHer-marazuna
amount Number(24) + 1/2 Cymma 3akasa
refund_amount | Number(24) - 1/2 Cymma, Bo3BpalieHHast
KITUEHTY
method_name Varchar(3) + 1/2 Mertox moaATBEpKACHUS
riarexa. BozMoxHbie
cnocoo0sr — CVV, D3S,
SCR, SMS.*
auth_code Varchar(10) + 1/2 Kox aBropusaruu
status_code Number(10) + 1/2 Craryc 3aKka3za
status_desc Varchar(500) + 1/2 Omnucanue craTyca 3aKas3a
status_date Timestamp + 1/2 JlaTa mociieHero
M3MEHEHUs CTaTyca 3aKas3a
card_num Varchar(16) - 1/2 Homep kapThl, ¢ KOTOpOi
OCYLIECTBIISJIACH OILIATA.
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OTtobpaxarorcs mepBbie 6 u
nocneaHue 4 mudpel.

exp_mm Number(2) - 1/2 Mecs1 OKOHYaHHS CPOKa
NEUCTBUS KapThl

exp_yy Number(2) - 1/2 "o OKOHYAHHS CPOKa
JEUCTBUS KapThl

refund_amount | Number(24) - 2 CymMa, BO3BpallleHHas
KIUEHTY
fee_amount Number(24) - 2 Cymma komuccuu banka

* - CVV — noomeepocoenue onepayuu c¢ nomowpwito 6soda rxooa CVV2/CVC2, D3S -
noomeepaicoenue ¢ nomouvio mexanusma 3D Secure (Verified by Visa/MasterCard Secure Code),
SCR/SMS — noomsepoicoenue ¢ nomowwio 8600a kooda co ckpemu-kapmoiluz SMS-coobwenus,
OaHHbLU CNOCOO OOCMYNEeH MOAbKO OJIsl Kapm IMUMUPOBAHHBIX OanKom Aeaneapo.

IIpuMep BBHIXOAHOTO COOOIIECHMS

<?xml version="1.0" encoding="windows-1251" standalone="yes"?>
<opers_list>

<oper_info>
<id>1054751</id>
<ticket>1234567890ABCDEABCDE12345678901234567890</ticket>
<order_number>1</order_number>
<status_code>1</status_code>
<status_desc>O6pabaTbiBaeTca</status_desc>
<status_date>2013-08-14T10:23:49+04:00</status_date>
<amount>10000.0</amount>

</oper_info>

<oper_info>
<id>1054752</id>
<ticket>1234567890ABCDEABCDE12345678901234567811</ticket>
<order_number>1</order_number>
<status_code>1</status_code>
<status_desc>O6pabaTbiBaeTca</status_desc>
<status_date>2013-08-14T10:24:00+04:00</status_date>
<amount>10000.0</amount>

</oper_info>

<oper_info>

<id>1054753</id>
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<ticket>1234567890ABCDEABCDE12345678901234567822</ticket>
<order_number>1</order_number>
<method_name>CVV</method_name>
<status_code>2</status_code>
<status_desc>OTtbpakosaH</status_desc>
<status_date>2013-08-14T10:27:17+04:00</status_date>
<amount>10000.0</amount>
<refund_amount>10000.0</refund_amount>
<card_num>411111******1111</card_num>
<exp_mm>12</exp_mm>
<exp_yy>15</exp_yy>

</oper_info>

<response_code>0</response_code>

<response_message>YcnelHoe BbiNosHeHWe 3anpoca</response_message>

</opers_list>

Omurcanne KOI0B OTBETOB HAXOIUTCS B IPUJIOKEHHUH 2.
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2.6. ITosyueHue cnycka onepannii 3a ONPEAEIICHHYIO JaTy

URL: https://www.avangard.ru/iacg/h2h/get opers by date

CepBuc npenHa3HAYECH AJIs MMOJYyYEHHUs MOJHOTO CIUCKA ONepaluid 3a KOHKPETHYIO JIaTy.
OTBeT cepBHUCa MOJHOCTHIO MIEHTUYEH TAKOBOMY B CEpBHCE IMOIYYEHHs CIUCKA OINeparuil mo
HOMepy 3akaza (2.5). BaxkHBIM HI0OAHCOM UCHOIB30BAaHUS SIBISIETCS TO OOCTOSTENLCTBO, YTO
MMOMHMO KOHEYHOTO CTaTyca TUKETa BBIBOJSTCS BCE OIIAThl U OTMEHBI 10 HeMy. Hanpumep, eciu
TUKET OBUT OIJIa4eH, a 3aTeéM OTMEHEH, TO B MCTOPUU omepanuil OyaeT ABE 3alHuCH — OJHA TI0
oriaTe, a Apyras no oTMeHe.

Ta6auna 2.6.1. Bxognble mapameTpsl 1Jisl cepBHCA MOJIYYeHHS CIIMCKA ONepanuii.

Nwms mapamerpa Tun O06s3aTenbHOCTD Onucanue napamerpa
sl 3aIIOJTHEHUST
date Char(10) + Jlata B popmate dd.mm.yyyy
shop_id Number(10) + YHUKaIbHBINA UICHTH(PUKAIIMOHHBIH
HOMEDP TOPTOBOM TOYKH
shop_passwd Varchar(32) + [Taposib A5t TaHHOW TOPTrOBOM TOUKH
version Number(1) - Bepcus ¢opmara orsera,

MOJJAEP>KUBAIOTCA 3HaueHus 1 u 2

Bxoansie mapametpsl nepenatorcs B popmate XML, mepemada BO3MOXKHA KaK METOIOM
GET, tax u POST (mpenmouTturenbHO), HauMeHOBaHWe mapamerpa ¢ Bxojsammm XML-
coobmenneM — “Xml” (6e3 kaBbiuek). PErucTp 3/1€MEHTOB BO BXOJSAIIEM COOOIIEHHH W HX
MOPSIOK CJICZOBAHUS HE Ba)KEH.

IIpumep BXOAHOTO COOOIIEHHS

<get_opers_by date>
<date>15.10.2013</date>
<shop_id>123456789</shop_id>

</ get_opers_by date >

<?xml version="1.0" encoding="windows-1251"?>

<shop_passwd>gwertyAAAbb</shop_passwd>

OTBeT cepBHCca, KaK YK€ paHee YIOMUHAJIOCh, MOJHOCTHIO HIACHTUYEH TAaKOBOMY B CEPBHCE
MOJIyYCHHS CIIMCKA OTepalyii o HoMepy 3akasa (cM. Tabuuirsl 2.5.2 u 2.5.3).
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2.7. 3amper omiaTsl

URL: https://www.avangard.ru/iacg/h2h/cancel order

CepBI/IC npeaHa3HauCH JIs1 OTMCHBI IMOIIBITKU OIUIATHI. Ecmu mo xakum-1nbo IMpUINHaAM KJIIMCHT
HE XO4Y€T, UTO OBl ITOJIL30BATENh CMOT IIPOBECTH OINNIATy, TO OH AOJIKEH BBI3BATH 3TOT CCPBUC.

Ta6auua 2.7.1. BxogHble mapamMeTpsl 1Jisl cepBHCA MOJIYYeHHs CIIMCKA ONepanuii.

Nwms napamerpa Tun O0s13aTeTbHOCTD Onucanue napameTpa
JUTS1 3aI0JTHEHUS
shop_id Number(10) + YHUKaIbHBINA UACHTH(PUKAIIMOHHBIH
HOMEDP TOPTOBOM TOYKH
shop_passwd Varchar(32) + [Taposib A5t TaHHOW TOPTrOBOM TOUKH
ticket Varchar(40) + Tuker

IIpumep BXOAHOTO COOOIIEHHS

<?xml version="1.0" encoding="windows-1251"?>

<cancel_order>
<shop_id>123456789</shop_id>
<shop_passwd>gwertyAAAbb</shop_passwd>
<ticket>1234567890ABCDEABCDE12345678901234567822</ticket>

</cancel_order >

Tabauna 2.7.2. BeixoaHble NapaMeTphl VIS CEPBUCA MOJTYy4YeHHs CIHCKA ONepaIuii.

Nwmsa mapamerpa Tun O06s3aTenbHOCTD Onucanue napamerpa
JUIA 3alIOJIHCHUA
response_code Number(10) + Kox otBera
response_message | Varchar(500) + JleranbHOE COOOIIIEHHE OTBETA

Omnuncanue KOJI0B OTBETOB HAXOAUTCS B IPUI0KEHUH 2.
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3. CepBUC yBejOMJIEHHS 00 yCIIELIHOM oMJaTe /aBTOpU3aLU1

3.1. O6mas undopmarius o cepBuce

Jins  momydeHuss craTyca 3aka3za VIHTepHeT-MarasuH MOXET  CaMOCTOSATENBHO
MHUIMAPOBATh 3alpoc K 3KBapuHry (cm. pasuensl 2.3 u 2.5). OqHako B HEKOTOPBIX CIydasx
Oosiee yOOHBIM BapHAHTOM SIBJIAETCS MOJIy4eHHE MH(POpPMALMK B paMKaxX MCXOJSILEro 3ampoca
or camoro cepsuca MHrepHer-dkBavipunra. Ilocie BBoJa BCeX PEKBU3UTOB KapThl U
MOCJEIYIOIEr0 YCHENHOro 3aBEpLICHHs] OIUIaThl KJIMEHTOM (OpPMHpYETCsl 3ampoc Ha
yBenomisieHue MHrepHer-marasusa. [Ipu sToM mapaMmeTpbl yBEJJOMIJICHHS HAaCTPAaUBAIOTCS JIMOO
IpU MOJKIOYEHUU K cHcTeMe, JH00 MOCPeACTBOM OO0pallleHUs] K TEXHUYECKOW noanepxke. B
HACTOSIIMNA MOMEHT CHCTEMa MOJAECPKUBALT clieyromue crocoos! ysenomuenus — POST, XML.
Anpec, Kyaa skBaiipuHr OyJeT OTHpaBIATh 3allpoc, HacTpauBaercs A MHTepHeT-marazuHa B
WHAMBUIYyaNbHOM Tmopsake. Cucrema jaenaeT TpU TONBITKA YBEAOMHUTh Mara3uH o (hakre
YCHENTHOW OIUIaThl ¢ MHTEpBaJIoM B 1 MuHYTY. B cinydae ycmemHoro mosxydeHuss 1 o0paboTKu
yBeJoMIIeHHsI MIHTepHeT-Mara3uH J0JKeH BepHyTh http-cratyc orBera cepsepa 202 (Accepted).
Ecnu xon oTBeTa cepBepa HE COOTBETCTBYET YKa3aHHOMY, JHMOO OTBET B IPUHIUIIE HE MOJIyUYEH,
TO CHCTEMa JieJaeT IOBTOPHYIO MOMBITKY, HO HE Oojee Tpex pas.

Crnucok ImapamMeTpoB, KOTOpBIC OTHPABJISAIOTCA VHTepHET-MarasuHy BO  BpeMs
yBeOMJICHUSI, TpuBeAcHBI B Tabmuie 3.1.1.

Ta6anna 3.1.1. IlapameTpsl Ipu yBeA0OMJICHHH 00 YCIECIIHOM OILIaTe.

Nwmsa mapamerpa Tun O06s3aTenbHOCTD Onucanue napamerpa
JUIs 3aI10JIHEHHUS
id Number(10) + Wnentudukartop 3amnpoca
B ABC Ganka ABaHrapn
ticket Varchar(40) + Tuxker
method_name Varchar(3) + Mertox moaATBEPKACHUS

mwiarexxa. Bo3aMo)xHbBIE

crnoco0sl — CVV, D3S,

SCR, SMS.*
auth_code Varchar(10) + Kox aBropusaryu
status_code Number(10) + Craryc 3aka3a
status_desc Varchar(500) + Omnucanue craTyca 3aKas3a
status_date Timestamp + JlaTa mmociieHero

N3MCHCHUA CTATyCa 3aKa3a
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shop_id Number(10) + Y HUKaIbHBIH
UACHTHU()UKAITMOHHBII
HOMEp TOPTOBOM TOUKHU

order_number Varchar(100) + Y HUKaIbHBIH
UICHTU(UKAITMOHHBIN
HOMCp 3aKa3a B CUCTCMC
Bamero MuTepuer-

MarasuHa.
amount Number(24) + CymMma 3akaza
refund_amount Number(24) - CymMma, BO3BpallleHHAs
KJIMEHTY
card_num Varchar(16) + Homep kapTbl, ¢ KOTOpO#

OCYIICCTBJIAIACH OIlJIaTa.

OTtobpaxkarorcs mepBbie 6
1 miocyieTHue 4 uQphl.

exp_mm Number(2) + Mecsi1; OKOHYaHHS CPOKa
NEWCTBUS KapThl

exp_yy Number(2) + "o OKOHYAHHS CPOKa
NEUCTBUS KapThl

signature Char(32) + [Toanucek 3akasza

*

- CVV — noomeepocoenue onepayuu c¢ nomowpwpto 66oda rxooa CVV2/CVC2, D3S -
noomeepacoenue ¢ nomouvio mexanusma 3D Secure (Verified by Visa/MasterCard Secure Code),
SCR/SMS — noomsepoicoenue ¢ nomowwpio 8600a kooda co ckpemu-kapmoiluz SMS-coobwenus,
OaHHbLU CNOCOO OOCMYNEeH MOAbKO OJIsl KaApm IMUMUPOBAHHBIX OanKom Aeaneapo.

Anroput™M  QOpPMHUpPOBAaHUS KOHTPOJBHOH CyMMBlI cooOmieHus (Signature) anamoruueH
TakoBOMY npu opmupoBanuu 3akaza POST-3anmpocom ¢ TO# JUIIs pa3HUIIEH, YTO UCTIOIB3YETCS
He noanuchk MHTepHeT-MarasuHa, a MOANUCh CUCTEMBI SKBaWpHHTa. BBITIIAIUT 3TO clexyromum
oOpazom:

signature = UPPER(MD5(UPPER(MD5(av_sign) + MD5(shop_id + order_number + amount))))

, TIIe

signature —KOHTPONbHAA CYMMa, KOTopas nepesaeTcs B KAYeCTBE OA4HOMO U3 MapPaMeTpoB;
av_sign — “nognucb” cuctembl SKBaMPUHTa (BblAaeTca TeEXNOoAAePHKKON);

shop_id — napeHTndunKaTop marasmHa;

order_number — Homep 3aKa3a;

amount — cymma 3aKasa (B Koneiikax);

MD5 — wecTHaguaTepmyHoOe npeacTaBaeHUe xXelwa, CcreHepnupoBaHHOro no anropntmy MDS5;
UPPER — nepeBoa, CUMBOJIOB B BEPXHUI PEFUCTP;

CumBon «+» (NAtOC) — KOHKaTeHaLMA CTPOK;
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IMonnucek skBadipunra (acq_Sign) kak W B ciay4ae MOJINUCH MarasuHa HeE JOJDKHA
npefaBaThes Oryiacke TpeTbuM suiiaM. OHa SBISETCS YHUKAJIbHOW Ui Kaxaoro MHTepHeT-
marasuHa. CepBep TOProBOW TOYKH TPH TOJYYCHHH COOOILICHHS OT CHUCTEMbl SKBalpUHTra
00s13aTEIbHO JTOJDKEH MPOBEPUTH KOHTPOJILHYIO CyMMY Ui (DUIBTPAIMK BO3MOXKHBIX 3alPOCOB
3JI0YMBIILJICHHUKOB.

Kak yxe roBopuiioch paHee, B KauecTBe CIIOCO00B yBemoMieHuUs noaaepxkuatorcs POST
u XML. B ciyuae merona POST ciyuasx Bce moinst u3 Tabmuusl 3.1.1 mepenarorcst Kak OTAEIbHBIE
napameTpsl. Eciu ke BoIOpaH Meron yBemomuieHuss XML, Tto Ha cepBep MHTepHeT-marasmHa
oyner ornpasieH POST-3anpoc B kogupoBke UTF-8, rae B mapamerpe Xml Oynmer HaxomuThest
XML-10KyMeHT, BKIIOYArOIInii B ce0s1 Bce HeoOX0anMbIe oI 3aKasa (Tadmura 3.1.1).

IIpumep coobuieHust oT cepBuca yseaomiaenus B popmare XML:

<?xml version="1.0" encoding="UTF-8"?>

<order_info>
<id>3535350006</id>
<ticket>12341411AAA11313131XXX</ticket>
<shop_id>1234</shop_id>
<order_number>113-AA</order_number>
<amount>61500</amount>
<method_name>CVV</method_name>
<auth_code>ABC123456</auth_code>
<status_code>5</status_code>
<status_desc>ABTopu3aLua ycnewwHo 3aBepleHa</status_desc>
<status_date>2012-04-23T12:47:00+04:00</status_date>
<signature>5C426D69AA7AC904A9B7C94B42AEB311</signature>
<card_num>411111******1111</card_num>
<exp_mm>12</exp_mm>

<exp_yy>15</exp_yy>

</order_info>
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3.2. PekoMeHaaruu o 0€301MacHOMY MCTIOJE30BaHUIO CEPBUCA

HemanoBaXHbIM aclEKTOM HACTPOMKH B3aMMOJCHUCTBUA C CEPBUCOM YBEIOMIICHUM

SBIIIETCS. OOECIeUYeHre JIOJDKHOTO YPOBHSI O€30MAacCHOCTH €O CTOpoHBI MHTepHeT-marazunHa. B
CUJIy TOTO, 4TO cepBep MHTepHeT-3KBalipvHra cam HWHHUIMUPYET 3ampoc K cepBepy MHTepHer-
Mara3uHa, BO3HHKAET MOTEHIMATbHAS BO3MOXKHOCTh KOMITPOMETAIIMHU 3ampoca W/WIH OTIpPaBKa
JIO’)KHOTO yBegoMiIeHUs 00 oriare. HacTosTenbHO peKOMEHIyeTCsl TPUIEPKUBATHCS CIIETYIOIINUX
IIpaBUJI IIPU peaIn3aliy CEPBUCA MTOIYYCHUS YBEIOMIICHHN:

1)

2)

3)

4)

Bceraa mpoBepsTh MOAMUCH 3aKasa (1osie Signature), moaydeHHyo ot cepepa MHTepHeT-
sKBaiipuHra. Mexanusm (popMUpoOBaHUs TOANMCH Ha OCHOBE aV_SigN MmoJpoOHO OmKcaH B
paznene 3.1.

[To BO3MOXHOCTH HCHOJIB30BATh 3AIIMIIECHHYIO https gacte cBoero marasuHa/caiita s
nmpreMa yBeJIOMIIEHHH OT cepBepa MHTepHeT-dKBalipHHra BO M30C:KaHHE aTakd man-in-
the-middle.

Coxpansate MakcumMym uHpopmarmu o (akte yBegomiieHuss o0 ycremHo# oruiare (B
gacTHOCTH, IP-anpec ¢ koToporo ocyuiecTBisuics 3ampoc).

OrpaHuuuTh AOCTYN K CKPUNTY (CTpaHUIIE) TpUeMa YBEJOMIICHHH ToJIbKO miist IP-anpecos
cepeepoB MHTepHer-3kBaiipuHra banka ABaHrapa (axkTyanbHBI ajgpec IOACETU
YTOUHSACTCS Y TeXHoAAepKKH). Cienars 3T0 MOKHO CIETYIOIUM 00pa3oM:

[Tpu ucnonb3oBanuu BeO-cepBepa Apache Bepcun 2.4 TUPEKTOPHS, COAEPIKAINAs CKPHUIIT,
o0pabaTbIBarOIIMi 3a1IpOC OT SKBAWPHHTa, JOJDKHA OBITH OMHMCaHa B KOH(UTYPAallMOHHOM
¢aiine BUPTYyaTbHOTO X0CTa CIAEAYIOIINM 00pa3oM:

<Directory "/var/www/path/to/script">
Requre ip AODPEC_MNOOCETU
</Directory>

, rrie /var/wwwi/path/to/script — abcorOTHBIN MyTh 10 TUPEKTOPHUH CO CKPHUIITOM,

AJIPEC TIOACETH - aapec momcetu cepBepoB MHTepHET-dKBaiipuHra (yTOUHSETCS Y
TEXIOICPKKH ).

O0s13aTeNbHO CIEAYET y4ecTh, YTO JOCTYI KO BCel AMPEKTOpUU OyIEeT NOCTYIEH TOJIbKO
JUISL  3alPOCOB W3 YyKAa3aHHOW TMOJCETH, IOATOMY JaHHBIA CKPHUNT Yya00HEEe BCETro
pacronaratb B OTAECIBHOW TUPEKTOPHH.

B kauecTBe albTEpHATHBBHI B AUPEKTOPUU CO CKPHUIITOM MOXHO CO31aTh (ailyl ¢ MMCHEM
.htaccess co cnenyronmm coepKUMbIM:

Requre ip AIPEC ITOIACETHU
B cmyuae wucnonb3oBanusi cepBepa Apache Bepcum 2.2 xoHuUrypanus IUPEKTOPUU
IOJKHA OBITH TaKOIi:
<Directory "/var/www/path/to/script">
Order deny,allow
Deny from all

Allow from AJIPEC_TTOJICETH

</Directory>
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Wnu co3nanue daiina .htaccess B aupekTopun co CKPUIITOM:

Order deny,allow

Deny from all

Allow from AJIPEC TIOJICETHU
Mpun ncnonb3oBaHuu cepeepa Nginx KOHUrypaums cnegyrowas:
deny all;

allow AJTPEC_TIOJICETH;

OHa BHOCUTCS B COOTBETCTBYHOLLUIA Server unu location.
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[Ipusioxkenue 1. CTaTychl 3aKa30B, TUIIBLI JaHHBIX B CUCTEME

Tabanna craTycoB 3aKa3oB.

Kon cratyca

Onwucanue craryca

0 3aka3 He HalaeH

1 OOpabarpiBaeTcs
2 OTtOpaxoBan

3 Hcnonuen

5 YacTuuHbIN BO3BpaT
6 Bosspar

Tadauna ycja0BHBIX 0003HAYEHUI THIIOB JAHHBIX.

O6o3HaueHue Onucanue
Number(X) Ienoe uncio, 10 X 3HAKOB
Varchar(X) Crpoka, 10 X 3HaKOB

Char(X) Crpoka JIuHOM cTporo X 3HaKOB
Timestamp Jara/Bpems B hopmare

yyyy-MM-dd' T'HH:mm:ssz
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[Ipusioxkenue 2. Kogbl OTBETOB CEPBUCOB

Tabdauua o0MMX KOJIOB 0TBETA 1JIS1 BCEX CEPBHUCOB.

Kon orBera Ornucanue oTBeTa
0 YcnenrHoe BHITOTHEHHUE 3aIpoca
1 [Mone shop_id mycTo
2 [Tone shop_passwd mycro
3 Hesepnoe 3nauenue B moste shop_id
u/um shop_passwd
4 BryTpenHss ommbka cucTeMbl
5 [Toxne ticket mycto
6 Henonyctumsiii IP agpec. OtnpaBka
host2host 3ampocos ¢ ganHorO anpeca
HEBO3MOXKHA
7 Hexoppekrtabiit XML-3ampoc.
Heo6xoauMo npoBainuIupoBarthb
OTIPABIISIEMbIE TAHHBIE B COOTBETCTBUU
CO CXEeMOi (CM. IPHIIOKEHUE 2)
8 [Tycroit xml-3ampoc. Heooxomumo
yOeIuThCS, YTO COOOIICHHE TTepeIaeTCsl
BHYTPH IapaMeTpa ¢ umeHem Xmi
9 Henonnep:xuBaemast KOAUpPOBKa
3anpoca. /s XML nmognepxuBaroTcs
windows-1251 u UTF-8, st SOAP
tosibko UTF-8
10 HexoppexTtHblii popmaTt cymmbl
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Tadamua KoaoB OMHKOOK cHeU(PUIHBIX TOJIBKO JJIsl CEPBHCA PerHcTPaluu 3aKa3a (2.2)

Kox oTBeTa Onucanue oTBeTa
101 [Tone order_number mycTo
104 ITone order_description mycro
105 ITone back_url mycro
106 [Tone amount mycto
107 I[Tone lang mycTo
108 ITone shop_passwd mycro

Ta6Ju1a Koa0B OLIN00K, BO3BpAaIiaeMbIX CEPBHCOM Moaydenust mHpopmauuu o 3akase (2.3)

Kox oTBeTa

Onucanue oTBeTa

201

Hesepnoe 3nauenue ticket

Ta6/u1a Koa0B 0LIKN00K, BO3BpallaeMbIX CEPBHCOM OTMEHbI 3aKa3a (2.4)

Kox oTBeTa Onucanue oTBeTa
301 Heeproe 3nauenwue ticket
302 HekoppekTHoe cocTosiHuE 3aKa3a
303 OtmeHa 3aKaza HEBO3MOXKHA
304 Henomyctumasi cymma Bo3BpaTa
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Tadauua KoOA0B OMIMOOK, BO3BPAINAEMBIX CEPBHCOM IMOJIYYeHHsI CIHCKA OINepamuii 1mo
HOMepYy 3aka3a (2.5)

Kon oTBera Omnucanue oTBeETa
501 3aka3 ¢ ykazaHHbBIM HOMEPOM He
HaleH

Tabdauna koa0B OMMOOK, BO3BPAIAeMbIX CEPBHCOM MOJYYEHHS] CIHMCKA oONepanui 3a
onpeaeJieHHYIO a1aty (2.6)

Kon orBera Onucanue oTBeTa
601 JlaTta He yka3aHa q1u00 popmat He
COOTBETCTBYET AOMYCTUMOMY
(dd.mm.yyyy)

Tadauna Koa0B 0IMOOK, BO3BPALIAEMbIX CEPBHUCOM 3aMpeThl OMJIaThI (2.7)

Kox oTBeTa Onucanue oTBeTa

701 HeB0o3MOKHO 3ampeTuTh OIUIaTy 3aKasa

32



[Ipunoxkenue 3. XML cxema zs1g host2host-3anpocoB

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<xs:schema version="1.0" xmlIns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="get_opers_by date" type="getOpersByDateRequest"/>

<xs:element name="get_opers_list" type="getOpersListRequest"/>

<xs:element name="get_order_info" type="getOrderIinfoRequest"/>

<xs:element name="new_order" type="registrationOrderRequest"/>

<xs:element name="oper_info" type="operinfo"/>

<xs:element name="opers_list" type="getOpersListResponse"/>

<xs:element name="order_info" type="getOrderinfoResponse"/>

<xs:element name="order_response" type="registrationOrderResponse"/>

<xs:element name="reverse_order" type="reverseOrderRequest"/>

<xs:element name="reverse_order_response" type="reverseOrderResponse"/>

<xs:element name="cancel_order" type="cancelOrderRequest"/>

<xs:element name="cancel_order_response" type="cancelOrderResponse"/>

<xs:complexType name="abstractRsObject" abstract="true">

<xs:sequence/>

</xs:complexType>

<xs:complexType name="abstractShopRequest" abstract="true">

<xs:sequence>

<xs:element name="shop_id" type="xs:long"/>
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<xs:element name="shop_passwd" type="xs:string"/>
<xs:element name="version" type="xs:float" minOccurs="0"/>
</xs:sequence>

</xs:complexType>

<xs:complexType name="registrationOrderResponse'>
<xs:complexContent>
<xs:extension base="abstractRsObject">
<xs:sequence>
<xs:element name="id" type="xs:long"/>
<xs:element name="ticket" type="xs:string"/>
<xs:element name="ok_code" type="xs:string"/>
<xs:element name="failure_code" type="xs:string"/>
<xs:element name="response_code" type="xs:long"/>
<xs:element name="response_message" type="xs:string"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>

</xs:complexType>

<xs:complexType name="reverseOrderResponse">
<xs:complexContent>
<xs:extension base="abstractRsObject">
<xs:sequence>
<xs:element name="id" type="xs:long" minOccurs="0"/>
<xs:element name="ticket" type="xs:string" minOccurs="0"/>
<xs:element name="response_code" type="xs:long" minOccurs="0"/>
<xs:element name="response_message" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>

</xs:complexType>

<xs:complexType name="getOpersListRequest">
<xs:complexContent>

<xs:extension base="abstractShopRequest">
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<xs:sequence>
<xs:element name="order_number" type="xs:string"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>

</xs:complexType>

<xs:complexType name="operInfo">
<xs:complexContent>
<xs:extension base="abstractRsObject">
<xs:sequence>
<xs:element name="id" type="xs:long"/>
<xs:element name="ticket" type="xs:string"/>
<xs:element name="order_number" type="xs:string"/>
<xs:element name="method_name" type="xs:string"/>
<xs:element name="auth_code" type="xs:string"/>
<xs:element name="status_code" type="xs:long"/>

<xs:element name="status_desc" type="xs:string"/>

<xs:element name="status_date" type="xs:dateTime"/>
<xs:element name="amount" type="xs:double"/>
<xs:element name="card_num" type="xs:string" minOccurs="0"/>
<xs:element name="exp_mm" type="xs:string" minOccurs="0"/>
<xs:element name="exp_yy" type="xs:string" minOccurs="0"/>
<xs:element name="fee_amount" type="xs:double" minOccurs="0"/>
<xs:element name="refund_amount" type="xs:double" minOccurs="0"/>

</xs:sequence>
</xs:extension>

</xs:complexContent>

</xs:complexType>

<xs:complexType name="reverseOrderRequest">
<xs:complexContent>
<xs:extension base="abstractTicketRequest">
<xs:sequence>
<xs:element name="amount" type="xs:double" minOccurs="0"/>

</xs:sequence>
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</xs:extension>
</xs:complexContent>

</xs:complexType>

<xs:complexType name="abstractTicketRequest" abstract="true">
<xs:complexContent>
<xs:extension base="abstractShopRequest">
<xs:sequence>
<xs:element name="ticket" type="xs:string"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>

</xs:complexType>

<xs:complexType name="getOpersListResponse'>
<xs:complexContent>
<xs:extension base="abstractRsObject">
<xs:sequence>
<xs:element ref="oper_info" maxOccurs="unbounded"/>
<xs:element name="response_code" type="xs:long"/>
<xs:element name="response_message" type="xs:string"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>

</xs:complexType>

<xs:complexType name="getOpersByDateRequest">

<xs:complexContent>

<xs:extension base="abstractShopRequest">
<xs:sequence>

<xs:element name="date" type="xs:string"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>

</xs:complexType>




<xs:complexType name="getOrderInfoResponse">
<xs:complexContent>
<xs:extension base="abstractRsObject">
<xs:sequence>
<xs:element name="id" type="xs:long"/>
<xs:element name="method_name" type="xs:string"/>
<xs:element name="auth_code" type="xs:string"/>
<xs:element name="status_code" type="xs:long"/>

<xs:element name="status_desc" type="xs:string"/>

<xs:element name="status_date" type="xs:dateTime"/>
<xs:element name="response_code" type="xs:long"/>
<xs:element name="response_message" type="xs:string"/>
<xs:element name="amount" type="xs:double" minOccurs="0"/>
<xs:element name="refund_amount" type="xs:double" minOccurs="0"/>
<xs:element name="card_num" type="xs:string" minOccurs="0"/>
<xs:element name="exp_mm" type="xs:string" minOccurs="0"/>
<xs:element name="exp_yy" type="xs:string" minOccurs="0"/>

</xs:sequence>
</xs:extension>

</xs:complexContent>

</xs:complexType>

<xs:complexType name="registrationOrderRequest">
<xs:complexContent>
<xs:extension base="abstractShopRequest">
<xs:sequence>
<xs:element name="amount" type="xs:decimal"/>
<xs:element name="is_auth_only" type="xs:int" minOccurs="0"/>
<xs:element name="back_url" type="xs:string"/>
<xs:element name="back_url_fail" type="xs:string" minOccurs="0"/>
<xs:element name="back_url_ok" type="xs:string" minOccurs="0"/>
<xs:element name="client_address" type="xs:string" minOccurs="0"/>
<xs:element name="client_email" type="xs:string" minOccurs="0"/>
<xs:element name="client_ip" type="xs:string" minOccurs="0"/>
<xs:element name="client_name" type="xs:string" minOccurs="0"/>

<xs:element name="client_phone" type="xs:string" minOccurs="0"/>
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<xs:element name="language" type="xs:string"/>
<xs:element name="order_description" type="xs:string"/>
<xs:element name="order_number" type="xs:string"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>

</xs:complexType>

<xs:complexType name="getOrderInfoRequest">
<xs:complexContent>
<xs:extension base="abstractTicketRequest">
<xs:sequence/>
</xs:extension>
</xs:complexContent>

</xs:complexType>

<xs:complexType name="cancelOrderRequest">
<xs:complexContent>
<xs:extension base="abstractTicketRequest">
</xs:extension>
</xs:complexContent>

</xs:complexType>

<xs:complexType name="cancelOrderResponse">
<xs:complexContent>
<xs:extension base="abstractRsObject">
<xs:sequence>
<xs:element name="response_code" type="xs:long"/>
<xs:element name="response_message" type="xs:string"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

</xs:schema>
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